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(54) Video recording and reproducing apparatus and method with data modification detection 


(57) First modification detection data is generated 
from the (compressed) video data. The video data is 
combined with the first modification detection data. The 
combined data Is recorded on a recording medium. Tha 
read combined data is separated Into the compressed 
video data and the first modification detection data. 
Second modification detection data is generated 
according to the separated compressed data The sep- 
arated first data modification detection data is com¬ 
pared with the second data modification detection data 
to detect data modification. Outputting expanded video 
data is controlled according to the comparing result. 
The recorded data may be copied on a removable disc. 
A data reproducing apparatus having the second modi¬ 


fication detection data generation circuit and the com¬ 
paring circuit reproduces the removable disc. The 
reproduced video data may be further processed by a 
watermark processing circuit to embed watermark data 
in the video data which are recorded on another remov¬ 
able disc. The compressed video data may be transmit¬ 
ted through a network with encrypting. Encrypting key 
data is exchanged between the data transmitting side 
and the receiving side for decrypting. Encrypted video 
data maybe recorded or transmitted and the encrypting 
key is stored for decrypting or transmitted for decrypt¬ 
ing. 
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Description 

[0 001 ] This invention relates to a video data record¬ 
ing and reproducing apparatus, a video data reproduc¬ 
ing apparatus with data modification detection, and a 
method of recording and reproducing video data with 
data modification detection. 

[0002] A video data recording and reproducing 
apparatus for recording video data and reproducing the 
video data, a video data reproducing apparatus for 
reproducing video signal, and a method of recording 
and reproducing video data are known. 

[0003] Fig. 13 is a block diagram of a prior art video 
data recording and reproducing apparatus. A video sig¬ 
nal from a camera 101 is a/d-converted into video data 
by an a/d converter 104. The video data is compressed 
by a video data compression circuit 105 and recorded 
on a recording unit 106. A video data expansion circuit 
107 expands the video data from the recording unit 106. 
A d/a converter 108 d/a-converts the video data from 
the video data expansion circuit 107 into a reproduction 
video signal. The reproduction video signal Is displayed 
on a display monitor 103. When there is a request For 
modifying the video data or editing the video data, a 
password processing circuit 109 identifies the inputted 
password. If the inputted password is correct, it is 
allowed to modify or edit the video data. 

[0004] The aim of the present invention is to provide 
a superior video data recording and reproducing appa¬ 
ratus, a superior video data reproducing apparatus, and 
a superior method of recording and reproducing video 
data. 

[0005] According to the present invention there is 
provided a first video data recording and reproducing 
apparatus. In the first video data recording and repro¬ 
ducing apparatus, a data compression circuit com¬ 
presses video data. A first modification detection data 
generation circuit generates first modification detection 
data in accordance with the compressed video data. A 
combining circuit combines the video data with the first 
modification detection data to output combined data. A 
recording circuit records the combined data on a record¬ 
ing mecSum. A reading circuit reads the combined data 
from the recording medium. A separating circuit sepa¬ 
rates the combined data from the reading circuit Into the 
compressed video data and the first modification detec¬ 
tion data. A second modification detection data genera¬ 
tion circuit generates second modification detection 
data in accordance with the compressed data from the 
separating circuit. A comparing circuit compares the 
data modification detection data from the separating cir¬ 
cuit with the second data modification detection data. A 
data expansion circuit expands the compressed video 
data from the separating circuit to output expanded 
video data. An outputting control circuit controls output¬ 
ting the expanded video data In accordance with the 
result of the comparing circuit. 

[0006] In the first video data recording and repro¬ 


ducing apparatus, the first modification detection circuit 
may include an error check code generating circuit for 
generating die first modification detection data from at 
least a portion of the video data and the first modiftca- 
5 tlon detection circuit may generate the first modification 
detection data from at least a portion of the video data. 
The first modification detection data Is represented with 
one selected from the group consisting of check sum 
codes, parity codes, and Cyclic Redundancy Check 
io codes. 

[0007] The first video data recording and reproduc¬ 
ing apparatus may further include a recording circuit for 
recording Ihe combined data from the reading circuit on 
a removable recording medium. 

15 [0008] According to the present invention there is 
also provided a first video data reproducing apparatus 
fcr reproducing combined data Including compressed 
video data and first modification detection data on a 
removable recording medium, the video data being 
so recorded with first modification detection data gener¬ 
ated in accordance with the video data with correspond¬ 
ence with the video data. In the first video data 
reproducing apparatus, a reading circuit reads the com¬ 
bined data from the removable recording medium. A 
25 separating circuit separates the combined data from the 
reading circuit Into the compressed video data and the 
first modlficaifon detection data. A modification detec¬ 
tion data generation circuit generates second modifica¬ 
tion detection data In aocordance with tha compressed 
30 data from tha separating circuit A comparing circuit 
compares the first modification detection data from the 
separating circuit wfth the second data modification 
detection data. A data expansion circuit expands the 
compressed video data from the separating circuit to 
as output expanded video data. An outputting control cir¬ 
cuit controls outputting the expanded video data in 
aocordance with the result of the comparing circuit 
[0009] In the first video data reproducing apparatus, 

the reading circuit may Include a DVD-RAM drive unit 
«o and the removal recording medium comprises a DVD- 
RAM disc. 

[0010] In the first video data reproducing apparatus, 

the modification detection data generation circuit may 
include a first software processing circuit for executing a 
45 first program to generate the second modificalion detec¬ 
tion data. The comparing circuit may include a second 
software for comparing the data modification detection 
data from the separating circuit with the second data 
modification detection data. The data expansion circuit 
so may Include a third software for expanding the com¬ 
pressed video data from the separating circuit. 

[0011] In the first video data reproducing apparatus 
may further Include: a time data generation circuit for 
generating present time data; a condition detection cir- 
33 curt including a memory and an Input circuit for detect¬ 
ing a condition in accordance with condition data from 
the memory and input data from the input circuit; an 
electronic watermark data adding circuit for generating 
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watermark data Irom the present time data and the con¬ 
dition and adding the watermark data to the expanded 
video data to generate watermark data added video 
data; and a recordingcircuitforrecordingthe watermark 
data added video data on another removable recording 
medium. 

[0012] The first video data recording and reproduc¬ 
ing apparatus may further include: a network interface 
circuit for communicating with a network: a decrypting 
control data generation circuit for generating decrypting 
control data in accordance wfth an encrypting key; an 
encrypting dicuft for encrypting the combined data with 
the encrypting key. The network interface circuit may 
transmit the encrypted combined data and the decrypt¬ 
ing control data to the network. 

[0013] According to the present invention there is 
further provided a second video data reproducing appa¬ 
ratus for reproducing data encrypted with a first key 
from a network. In the second video data reproducing 
apparatus, a network interface circuit receives video 
data and decrypting key data generated from the first 
key from the network. A decrypting key data generation 
circuit generates a second key in accordance with the 
decrypting key data. A decrypting circuit decrypts the 
data with the second key. A recording circuit in the sec¬ 
ond video data reproducing apparatus records the 
decrypted data on another removable recording 
medium. 

[0014] According to the present invention there is 
further provided a second video data recording and 
reproducing apparatus. In the second video data 
recorcSng and reproducing apparatus. A data compres¬ 
sion circuit compresses video data. An encrypting cir¬ 
cuit encrypts the video data from the data compresslon 
circuit wilh a first key. A recording circuit records the 
video data from the encrypting circuit on a recording 
medium. A reading circuit reads the video data from the 
recordng medium. A storing circuit stores the first key. 
An Inputting circuit Inputs a second key. A decrypting 
circuit decrypts the video data from the reading circuit 
with the second key. A data expansion circuit expands 
the video data from the decrypting circuit to output 
expanded video data. When the first key corresponds to 
the second key, the video data Is correctly decrypted. 
[0015] In the second video data recording and 
reproducing apparatus, the lirst key may be a common 
encrypting key. 

[0016] The second video data recording and repro¬ 
ducing apparatus may further Include an encrypting key 
encrypting circuit for encrypting the first key with one 
selected from a group Including a common encrypting 
key or a public encrypting key. 

[0017] The second video data recording and repro¬ 
ducing apparatus may further Include: a key encrypting 
circuit for encrypting the first key In accordance with key 
data; a combining circuit tor combining the video data 
from the encrypting circuit with the first key from the key 
encrypting circuit to output combined data: a recorcSng 


circuit for recording the combined data on a removable 
recording medium. 

[0018] According to the present Invention there is 
further provided a third video data reproducing appara- 
s tus for reproducing data including encrypted compres¬ 
sion video data and a key used for encrypting the data. 
The key is encrypted with first key data. In the third 
video data reproducing apparatus, a reading circuit 
reads the data on a removable recording medium. A 
io separating circuit separates the data from the reading 
circuit into the encrypted compression video data and 
the key. An inputting circuit inputs second key data. A 
key decrypting circuit decrypts the key with the second 
key data A data decrypting circuit decrypts the com- 
is pression video data from the separating circuit with the 
key from the key decrypting circuit. An expansion circuit 
expands the compression video data from the data 
decrypting circuit to output expanded video data. 

[0019] The second video data reco rdlng and repro- 
eo during apparatus may further include: a network inter¬ 
face circuit for communicating with a network; an 
enciphering key control circuit for receiving key data 
regarding the first key from the network and enciphering 
the first key In accordance wilh the key data. The net- 
25 work interface circuit transmits the video data from the 
reading circuit and the enciphered first key to the net¬ 
work. 

[0020] According to the present invention there fa 
further provided a fourth video data reproducing appa- 
30 natus for reproducing encrypted compression video 
data. In the fourth video data reproducing apparatus, a 
network Interface circuit receives the encrypted com¬ 
pression video data and a key used for encrypting com¬ 
pression video data. The key is encrypted with first key 
35 data. An inputting circuit inputs second key data. A key 
decrypting circuit decrypts the key with the second key 
data. A data decrypting circuit decrypts the compres¬ 
sion video data from the network interface circuit with 
the key from the key decrypting circuit. An expansion 
no circuit expands the compression video data from the 
data decrypting circuit to output expanded video data 
[0021] According to the present Invention, there is a 

first method of recording and reproducing video data 
with data modification detection including the steps of: 
<*s generating first modification detection data in accord¬ 
ance with the compressed video data; correspondingly 
recording the compressed video data and the modifica¬ 
tion detection data on a recording medium; reading the 
compressed video data and the first modification detec- 
so tlon data from the recording medium; generating sec¬ 
ond data modification detection data in accordance with 
the read compressed data; comparing the read first 
data modification detection data with the second data 
modification detection data; and controlling reproducing 
55 the compressed data In accordance with the comparing 
result. 

[0022] According to the present Invention, there is a 
second method of recording and reproducing video data 
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with data modification detection including the steps of: 
generating an encrypting key evBry fils of the video 
data; encrypting a file of the video data with the enci¬ 
phering key; recording the file on a recording medium; 
reading the file on the recording medium; inputting cir- 5 
cuit for Inputting a second key; decrypting the video 
data with the second key. Thus, the decrypted video 
data can be used when the first key corresponds to the 
second key. 

[0023| According to the present invention there Is nr 
further provided a third video data recording and repro¬ 
ducing apparatus. In the third video data recording and 
reproducing apparatus, a first modification detection 
data generation circuit generates first modification 
detection data from video data. A recording circuit cor- 15 
responding^ records the video data and the first modifi¬ 
cation detection data on a recording medium. A reading 
circuit reads the video data and the first modification 
detection data from the recording medium. A second 
modification detection data generation circuit generates 20 
second modification detection data in accordance with 
the video data from the reading circuit A comparing cir¬ 
cuit compares the first data modification detection data 
from the reading circuit with the second data modifica¬ 
tion detection data An outputting control circuit controls 25 
outputting the video data from the reading circuit in 
accordance with the result of the comparing circuit 
[0024] The third video data recording and reproduc¬ 
ing apparatus may further include: a data compression 
circuit for compressing video data to supply com- x 
pressed video data to the first modification detection 
data generation circuit and the recording circuit as the 
video data; and a data expansion circuit for expanding 
the video data from the reading circuit to supply 
expanded video data to the outputting control circuit as as 
the video data. 

[0025] According to this invention, there is provided 
a fifth video data reproducing apparatus. In the fifth 
video data reproducing apparatus, a receiving circuit 
receives video data and first modification detection data *0 
generated In accordance with the video data. A modifi¬ 
cation detection data generation circuit generates sec¬ 
ond modification detection data in accordance with the 
video data from ihe receivi ng circuit. A comparing circuit 
compares ths first modification detection data from the 
receiving circuit with the second data modification 
detection data. An outputting control circuit controls out- 
putting the video data In accordance with the result of 
the comparing circuit. 

[0026] The object and features of the present inven- so 
tion will become more readily apparent from the follow¬ 
ing detailed description taken in connection with the 
accompanying drawings in which: 

Fig. 1 is a block diagram of a video recording and 

reproducing apparatus according to a first embodi¬ 
ment; 

Fig. 2 is an illustration of operation of the first 


embodiment; 

Fig. 3 Is an illustration of a modified operation of the 
first embodiment; 

Rg. 4 is a block cfiagram of a video recording and 
reproducing apparatus according to a second 
embodiment; 

Figs. 5A and 5B are illustrations of the second 
embodiment showing a copying operation; 

Rg. 6 Is a block diagram of a video reproducing 
apparatus according to a third embodiment; 

Rg. 7 is a block diagram of a video data recording 
and reproducing apparatus and a video data repro¬ 
ducing apparatus according to a fourth embodi¬ 
ment; 

Rg. 8 is a block diagram of a video data recording 
and reproducing apparatus and a video data repro¬ 
ducing apparatus according to a fifth embodiment; 
Rg. 9A Is an Illustration of the fifth embodiment 
showing data In the encrypting key memory; 

Fig. 9B is an illustration of the fifth embodiment 
showing data recorded in the recording unit; 

Rg. 1 (3A is a block diagram of a video data record¬ 
ing and reproducing apparatus according to a sixth 
embodiment; 

Rg. 10B is a block diagram of a video data repro¬ 
ducing apparatus according to the sixth embodi¬ 
ment; 

Rg. 11 is an illustration of the sixth embodiment 
showing the data storing condition: 

Fig. 12 Is a block diagram of a video data recording 
and reproducing apparatus and a video data repro¬ 
ducing apparatus according to a seventh embodi¬ 
ment; and 

Rg. 13 Is a block diagram of a prior art video data 
recording and reproducing apparatus. 

[0027] The same or corresponding elements or 
parts are designated with like references throughout the 
drawings. 

{FIRST EMBODIMENT) 

[0028] Rg. 11s a block diagram of a video recording 
and reproducing apparatus according to a first embodi- 
45 ment. 

[0029] A video signal from a camera 1 is supplied to 
a video recording and reproducing apparatus 2. 

[0030] A recording side of the video recording and 
reproducing apparatus 2 includes a video data com¬ 
pression circuit 10 for a/d-converting the video signal 
into video data and compressing the video data, a mod¬ 
ification detection data generation circuit 11 for generat¬ 
ing first modification detection data, a data combining 
circuit 13 for combining the compressed video data with 
55 the first modification detection data from the modifica¬ 
tion detection data generation circuit 11. and a record¬ 
ing circuit 14 for recording the combined data on a 
recording medium. 
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[0031] A reproducing side of the video recording 
and reproducing apparatus 2 Includes the recording cir¬ 
cuit 14 for reading the combined data on the recording 
medium, a data separating circuit 15 tor separating the 
combined data from the recording circuit 14 Into the 
compressed video signal and the first modification 
detection data, a video data expansion circuit 16 for 
expanding the compressed video data form the data 
separating circuit 15, a modification detection data gen¬ 
eration circuit 12 tor generating second modification 
detection data from the compressed video data from the 
data separating circuit 15, a modification detection cir¬ 
cuit 17 for detecting modification in the compressed 
video data by comparing the first modification detection 
data with the second modification detection data, and a 
display control circuit 18 for controlling outputting the 
expanded video data from the video data expansion cir¬ 
cuit 16 in accordance with the result of comparing in the 
modification detection circuit 17. 

[0032] The output of the display control circuit 18, 
that is. the expanded video signal, is supplied to a dis¬ 
play monitor 3 which reproduces the expanded video 
data to provide reproduced video images to a user. 
[0033] The video data compression circuit 10 a/d- 
converts the video signal from the camera 1 Into video 
data and compresses the video data to reduce the 
amount of data. Generally, JPEG, wavelet Transform, 
intra-frame compression methods such es DV method, 
or Interframe compression melhod such as MPEG1, 
MPEG4-, H.281, H.263 is used far compressing the 
video data. 

[0034] The modification detection data generation 
circuit 11 generates the first modification detection data 
In accordance with the compressed video data by error 
detection conversion such as the checksum, CRC 
(Cyclic Redundancy Check), and the parity check. In 
the checksum, bits In one unit (generally, an Integer 
times the number of bytes) of video data are summed. A 
total Is used tor the first modification data. Moreover, a 
portion of the total may be used for the first modification 
detection data. In CRC, CRC is calculated from com¬ 
pressed video data at a specified region. In the parity 
check, the first modification detection data is generated 
in accordance with whether the number of bits *1' in an 
array of compressed video dala Is odd or even. 

[0035] The data combining circuit 13 combines the 
compressed video data with the first modification detec¬ 
tion data from the modification detection data genera¬ 
tion circuit 11. More specifically, the compressed video 
data has a format such that a pair of a unit of the com¬ 
pressed video data and an additional data portion is 
repeatedly outputted from the video data compression 
circuit 10. The data combining circuit 13 embeds the 
first modification detection data in the additional data 
portion. 

[0036] Generally, in the hard disc drive unit or an 
optical disc unit, a data amount in a sector is predeter¬ 
mined. Thus, if data of which data amount is less than 


that of ihe sector is recorded, actually recorded data 
amount is increased such that the data amount of the 
recorded data Is an integer times the data amount of the 
sector. 

5 [0037] Moreover, there are various types of video 

data having formats where an additional data portion is 
attached to a unit of video data. That Is, a pair of a unit 
of video data and its additional data portion are repeat¬ 
edly generated and recorded. Therefore, a spare por- 
ro lion in the additional data portion can be used tor 
embedding the first modification detection data. In this 
case, the format of the video data is unchanged, so that 
compatibility with a conventional video data apparatus 
can be provided. 

15 [0038] Fig. 2 shows this operation. The video data 
201 Includes a plurality of bytes 202 to 204. The modi¬ 
fication detection data generation circuit 11 generates 
checksum from each of bytes 201 to 204 and embeds 
the first modification detection data at an additional data 
so portion 205. In this example, the additional data portion 
205 is provided just after the video dala 201. However, 
the additional data portion 205 may be provided just 
betore the video data 201. 

[0039] In the case of intra-frame-compressed video 
ss dala, it Is desirable that the first modification detection 
data is embedded at the additional data portion at a 
frame of data. However, it Is also possible to embed the 
first modification detection data only in I pictures of the 
video data. That is. in the Intra-frame-compression, it Is 
so easy to extract video data at one still picture unit On the 
other hand, in the inter-frame compression, the I picture 
at the top of blocks ]s the same as a still picture. On the 
other hand, video data at frames after the I picture rep¬ 
resent difference in video data between the preceding 
os frame and the post frames. It is more difficult to directly 
modify the difference data than the case of modification 
in the intra-frame compression. 

[0040] In the reproducing side, the data to be repro¬ 
duced Is read from the recording unit 14 at a unit of 
40 frame. That is. the recording circuit 14 reads the com¬ 
bined data on the recording medium. At each frame, 
because a pair of the video data and modification detec¬ 
tion data are recorded, the data separating circuit 15 
separates the combined data from the recording circuit 
45 14 into the compressed video data and the first modifi¬ 
cation detection data. The compressed video data is 
supplied to the video data expansion circuit 1 6 and to a 
second modification detection data generation circuit 
12. The video data expansion circuit 16 expands the 
so compressed video data The modification detection 
data generation circuit 12 generates second modifica¬ 
tion detection data from the compressed video data 
from the data separating circuit 15 In the same manner 
as the first modification detection data generation circuit 
ss 11. In other words, It Is also possible to omit the second 
modification detection data generation circuit 12 by 
commonly using the first modification detection data 
generation circuit 11. The modification detection circuit 


5 



9 


EP 1 056 043 A2 


10 


17 detects modification or editing In the compressed 
video data by comparing the first modification detection 
data with the second modification detection data. The 
display control circuit 19 compares the first modification 
data with the second modification data and controls out¬ 
putting the expanded video data From the video data 
expansion circuit 16 in accordance with the result of 
comparing in the modification detection circuit 17. That 
is. when the first modification data agrees with the sec¬ 
ond modification data, the display control circuit 19 per¬ 
mits to supply the video data to the display monitor 3 
and inhibits to supply the video data to ihe display mon¬ 
itor 3. 

[0041] The display monitor reproduces the 
expanded video data to provide reproduced video 
image to a user when outputting the video data is per¬ 
mitted. 

[0042] As mentioned, acoording to the first embodi¬ 
ment, in the recording process, the modification detec¬ 
tion data generation circuit 11 generates the first 
modification detection data in accordance with com¬ 
pressed video data, the data combining circuit 13 com¬ 
bines the video data with the first modification detection 
data. 

[0043] In the reproducing process, the data sepa¬ 
rating circuit 15 separates the read combined data tnto 
the compressed video data and the first modification 
detection data. The second modification detection data 
generation circuit 12 generates the second [notification 
detection data in accordance with the compressed data 
from the data separating circuit 15. The (notification 
detection circuit 17 compares the first data modification 
detection data from the data separating circuit 15 wfth 
the second data modification detection data to detect 
modification in the compressed video data. Therefore, 
modification or editing In the video data can be provided 
without format modification. 

[0044] Fig. 3 is an illustration of a modified opera¬ 
tion of the first embodiment In the above-mentioned 
embodiment, the modification data Is generated from all 
compressed video data in a frame. However, it ia also 
possible to generate the modification detection data 
from a portion of the compressed video data 201 in a 
frame. That is, Ihe first (second) modification detection 
data generation circuit 11 (12) generates the first (sec¬ 
ond) modification detection data from video data In 
specified blocks 210 to 212 (target block group 217) and 
specified blocks 213 to 215 (target block group 218). 
The data combining circuit 13 combines the modifica¬ 
tion detection data with the video data in the frame as 
shown in Fig. 3. That Is, the data combining circuit 13 
embeds the modification detection data in a predeter¬ 
mined portion In the additional data portion 205. 

[0045] This data modification detection process 
reduces the amount of calculation to suppress the scale 
of the circuits and calculation time Interval. 

[0046] In this embodiment, the data combining cir¬ 
cuit 13 combines the bytes 202 to 204 of the video data 


with the additional data portion 205. However, it is also 
possible to correspondingly record the bytes 202 to 204 
of the video data and the modulation detection data 209 
on the recording medium of the recording unit 14. That 
5 is, it Is not necessary that the data stream of the video 
data is connected to the additional data portion 205 but 
the data stream of the video data and tha additional 
data portion 205 are correspondingly recorded or 
recorded with a relation therebetween. Moreover, the 
jo video data compression circuit 10 and the video data 
video data expansion circuit 10 may be omitted. 

(SECOND EMBODIMENT) 

15 [0047] Fig. 4 is a block diagram of a video recording 
and reproducing apparatus according to a second 
embodiment The structure of the second embodiment 
Is substantially the same as the first embodiment. The 
difference Is in that a removable disc recording unit 22 is 
so further provided Moreover, a video reproducing appa¬ 
ratus 30 Is disclosed. The vid90 reproducing apparatus 
30 includes the a removable disc unit 31 and circuitry of 
the reproducing side of the first embodiment is ateo dis¬ 
closed. The combined data recorded in the recording 
25 circuit 14 is read and stored in the removable recording 
medium 21. The removable recording medium 21 
removed from the removable disc drive unit 22 and put 
in the removable disc drive unlt3i which reproduces the 
combined data. If the data modification is not detected, 
30 the reproduced video data Is displayed on a display 
monitor 37. 

[0048] In this embodiment, a DVD-RAM diso is 
used as the removable recording medium 21. However, 
other removable recording mediums such as other 
35 types Df optical discs, magnet-optical disc, and mag¬ 
netic tapes can be used. 

[0049] The combined data is stored in the recording 
circuit 14 in the same manner as the first embodiment 
The combined data is read and copied on the remova¬ 
ls ble recording medium 21 by the removable disc drive 
unit 22. That is, every pair (frame) of the video data and 
the modification data are read from the recording circuit 
14 and copied on the removable recording medium 21 
by the removable disc drive unit 22. 

45 [0050] Rgs. 5A and 5B are illustrations of the sec¬ 
ond embodiment showing the copying operation. 

[00511 In this example, it is assumed that there are 
four frames 131 to 134 of video and corresponding addi¬ 
tional data portions 135 to 133 in a file (1). Moreover, it 
so is assumed that two frames of video data 131 and 133 
are copied on the removable recording medium 21. 
Each pair of a frame of data and additional data are 
recorded on the removal recording medium 21. That Is, 
the frame of video data 131 and the additional data 135 
55 are recorded correspondingly and the frame of video 
data 133 and the additional data 137 are recorded cor¬ 
respondingly. 

[0052] Next, reproducing operation of the removal 
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recording medium by a modified video reproducing 
apparatus 30 will be described. 

[0053] The video reproducing apparatus 30 may 
comprise a personal computer having the removable 
disc drive unit 21 and executing the operations ot the 
data separating circuit 32, the modification detection 
data generation circuit 33, the modification detection cir¬ 
cuit 34, the video data expansion circuit 35, and the dis¬ 
play control circuit 36. 

[0054] The removable disc drive unit 31 reads the 
pair of video data and modification detection data on the 
removable recording medium 21. The data separating 
circuit (program) 32 separates the data from the remov¬ 
able disc drive unit 31 Into the compressed video data 
and the first modification detection data The com¬ 
pressed video data is supplied to the video data expan¬ 
sion circuit (program) 35 and to a second modification 
detection data generation circuit (program) 33. The 
video data expansion circuit (program) 35 expands the 
compressed video data. The modification detection 
data generation circuit (program) 33 generates second 
modification detection data from the compressed video 
data from the data separating circuit 32 in the same 
manner as the first modification detection data genera¬ 
tion circuit 11. The modification detection circuit 33 
detects modification In the compressed video data by 
comparing the first modification detection data wtth the 
second modification detection data. That is, the modifi¬ 
cation detection circuit 34 (program) compares the first 
modification data with the second modification data. 
The display control circuit (program) 36 controls output¬ 
ting the expanded video data from the video data 
expansion circuit 35 in accordance with the result of 
comparing in the modification detection circuit 17. That 
is, when the first modification data agrees with the sec¬ 
ond modification data, the display control circuit 36 per¬ 
mits to supply the video data to the display monitor 37 
and inhibits to supply the video data to the display mon¬ 
itor 37. 

[0055] The display monitor reproduces the 
expanded video data to provided reproduced video 
image to a user when outputting the video data is per¬ 
mitted. 

[0056] In the case that the video reproducing appa¬ 
ratus 30 is provided with a personal computer, the oper¬ 
ations in the video reproducing apparatus 30 are 
provided by using the programs in the personal compu¬ 
ter. 

[0057] As mention ed above, each pair of video data 
and modification detection data are copied on the 
removal recording medium. In the video reproducing 
apparatus, each pair of video data and modification 
detection data are read and separated. The modifica¬ 
tion (editing) of data is delected by comparing the first 
modification detection data and the second modification 
data generated in the reproducing apparatus 30. The 
outputting the video data Is controlled In accordance 
with the comparing result, so that Illegal copying can be 


detected and prevented. 

(THIRD EMBODIMENT) 

5 [0058] Fig. B Is a block cfiagram of a video reproduc¬ 

ing apparatus according to a third embodiment. The 
structure of the video reproducing apparatus 30' 
according to the third embodiment is substantially the 
same as that according lo the second embodiment The 
io cfiffaranee Is that an electronic watermark processing 
circuit 38, a condition data generation circuit 80, a clock 
circuit 81, and a memory 82 are further provided. 

[0059] In this embodiment, if the video reproducing 
apparatus 30' is provlded with a personal computer, it is 
is convenient to output the video data In a data format 
generally provided to a personal computerfor recording. 
In this case, Illegal use such as the modification of the 
video data should be prevented. To prevent Illegal use, 
an electronic watermark Is embedded in the video data. 
so [0060] The video data is reproduced in the same 
manner as the second embodiment If there is no data 
modification. In addition, if the video data is outputted as 
still image data, the electronic watermark processing 
circuit 38 embeds watermark data In the video data and 
25 a removable disc drive unit 39 records the video data 
with the watermark data on a removable recording 
medium. The condition data generation circuit SO gener¬ 
ates watermark data from present date and time data 
from a clock circuit 81, identification data such as Image 
30 shooting apparatus and an image shooting person from 
the memory 82. 

[0061] In the case of personal computers, it is con¬ 
venient to a data size of a frame of video data is small. 
Thus, adding the data modification data to the video 
35 data is not convenient for personal computers having no 
data modification detection function. On the other hand, 
embedding watermark In the video data does not 
Increase the size of the video data. Thus, it is superior 
to embed watermark data in the video data In a par- 
40 sonal computer having no data motffication detection 
function. 

[0062] If the video data is modified, a portion of the 
watermark is destroyed, so that it is possible to detect 
the presence of modification with a program for detect¬ 
ors ing the destroying. Moreover, Ihe information of the orig¬ 
inal video data Is also recorded with the video data over 
a plurality of generations, so that recording condition 
such as the image shooting date and time can be 
recorded in a copy of any generation. 
so [0063] According to the third embodiment, video 
data can be copied on another removal recording 
medium from the reproducing apparatus 30“, wherein 
watermark data is embedded in the video data, so that 
modification after copying can be detected and pre¬ 
ss vented. Moreover, identification of the video data can be 
provided at any generation of copy. 
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(FOURTH EMBODIMENT) 

[0064] Fig. 7 is a block diagram of a video dala 
recording and reproducing apparatus and a video repro¬ 
ducing apparatus according to a fourth embodiment. 
The structure of the video reproducing apparatus 47 
according to the fourth embodiment Is substantially the 
came as that according to the second embodiment. The 
difference is that the video recording and reproducing 
apparatus further includes an encrypting circuit 40, a 
key control circuit 43, and a network interlace 42. More¬ 
over. the video data reproducing apparatus 48 further 
includes a network interface 43, a decrypting circuit 44, 
a key control circuit 45, and a memory 46. On the other 
hand, the removable disc drive unit 31 is omitted. 

[0065] To transmit the video data recorded in the 
recording unit 14 to the video data reproducing appara¬ 
tus 48, the key control circuit 46 transmits a public key 
(B) to the video data recording and reproducing appara¬ 
tus 47 through the network interface 43, a network 42, 
and the network 42. The key control circuit 41 receives 
the transmitted public key (B) and encrypts the com¬ 
mand key (A) with tha public key (B) and transmits the 
encrypted command key (A‘) to the video data repro¬ 
ducing apparatus 46. The key control circuit 45 receives 
the common key (A') and decrypts the common key (A') 
with a secret key (C) which corresponds 1o the public 
key (B) to obtain the common key (A). Then, exchanging 
of keys has finished. However, there Is another method 
of exchanging keys. That is, the key control circuit 41 in 
the video data recording and reproducing apparatus 47 
and the key control circuit 46 in the video data reproduc¬ 
ing apparatus 48 have the same key control tables and 
number data are exchanged to obtain the correspond¬ 
ing keys. 

[0066] Next, the encrypting circuit 40 encrypts the 
video data and the adcfitional data, that is, the combined 
data, with the common key (A). The encrypted data is 
transmitted to the video data reproducing apparatus 48 
though the network Interface 42 and the network. The 
network may be a digital telephone network, the PSTN, 
the Internet, the LAN or other various networks. 

[0067] The network interface 43 receives the 
encrypted data and the decrypting circuit 44 decrypts 
the encrypted data with the common key A. The 
decrypted data is stored in the memory 48. The data 
separating circuit 32 separates the data read from the 
memory into the compressed video data and the first 
modification detection data. The compressed video 
data is supplied to the video data expansion circuit (pro¬ 
gram) 35 and to a second modification detection data 
generation circuit (program) 33. The video data expan¬ 
sion circuit 35 expands the compressed video data. The 
modification detection data generation circuit 33 gener¬ 
ates second modification detection data from the com¬ 
pressed video date from the data separating circuit 32 in 
the same manner as the first modification detection data 
generation circuit 11. The modification detection circuit 


34 detects modification in the compressed video data. 
That is, the modification detection circuit 34 (program) 
compares the first modification data with the second 
modification data. The display control circuit (program) 
5 36 controls outputting the expanded video data from the 

video data expansion circuit 35 in accordance with the 
result of comparing in the modification detection circuit 
34. That Is, when the first modification data agrees with 
the second modification data, the display control circuit 
io 36 permits to supply the video data to the display moni¬ 
tor 37 and inhibits to supply the video data to the display 
monitor 37. 

[0068] The display monitor 37 reproduces the 
expanded video data to provide reproduced video 
rs images to a user when outputting the video date is per¬ 
mitted. 

[0069] The video data is reproduced (played back) 
in the same manner as the second embodiment if there 
is no data modification. In addition, if the video data is 
20 outputted as still image data, the electronic watermark 
processing circuit 38 embeds watermark data in the 
video data and a removable disc drive unit 39 records 
the video data with the watermark data on a removable 
recording medium. The watermark data is generated 
es from condition data such as present date and time data, 
identification data such as image shooting apparatus, 
an image shooting person. 

[0070] If the video data is modified, a portion of the 
watermark Is destroyed, so that it Is possible to detect 
30 the presence of modification with a program for detect¬ 
ing the destroying. Moreover, the information of the orig¬ 
inal video data is also recorded with the video data over 
a plurality of generations, so that recording condition 
such as the date and time and can be recorded in a 
as copy of any generation. 

[0071] As mentioned above, the video data record- 
rig and reproducing apparatus according to the fourth 
embodiment transmits video data and additional data 
with encrypting. This prevents a third party from stealing 
or unauthorized watching the video data. 

(FIFTH EMBODIMENT) 

[0072] Fig. 8 Is a block diagram of a video data 
45 recording and reproducing apparatus and a video repro¬ 
ducing apparatus according to a fifth embodiment. 
[0073] The video signal from a camera 1 is supplied 
1o a video recording and reproducing apparatus 50. 
[0074] A recording side of the video recording and 
so reproducing apparatus 50 includes a video data com¬ 
pression circuit io for a/d-converting the video signal 
into video data and compressing the video data, an 
encrypting circuit 51, an encrypting key memory 52, and 
a recording unit 14 for recording the combined data on 
55 a recording medium. 

[0075] A reproducing side of the video recording 
and reproducing apparatus 2 Includes a portion of the 
recording circuit 14 for reading the combined data on 
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the recording medium, a decrypting circuit 54, an input 
circuit 53, a portion of the encrypting key memory 52, a 
video data expansion circuit 16, and a display control 
circuit 59 for controlling outputting the expanded video 
data from the video data expansion circuit 16 in accord¬ 
ance with the decrypted data condition. 

[0076] The output of the display control circuit 59 Is 
supplied to the display monitor 3 which reproduces the 
expanded video data to display the reproduced video 
image. 

[0077] An operator operates the input circuit 53 to 
input an encrypting key (A). The encrypting key memory 
52 stores the Inputted encrypting key (A). The video 
data compression circuit 10 a/d-convsrts the video sig¬ 
nal from the camera 1 into video data and compresses 
the video data to reduce the amount of data. The 
encrypting circuit 51 encrypts the compressed video 
data with the encrypting key (A). In this processing. It Is 
better to use oommon key system to reduce the 
processing interval because the a mount of data Is 
large. However, it is also possible to use a public key. 
Moreover, the method of encrypting video data includes 
data scrambling in accordance with a predetermined 
rule or data processing method In which arithmetical 
operation Is effected to the video data. That is, the 
encrypting Includes methods of processing the com¬ 
pressed video data to disable to use the processed 
video data without a restoring process. Moreover, 
encrypting should be etrected at a unit of frame because 
this makes it possible to decrypt only data In the neces¬ 
sary frames. 

[0078] Fig. BA Is an illustration of the fifth embodi¬ 
ment showing data in the encrypting key memory and 
Fig. 9B Is an illustration of the fifth embodiment showing 
data recorded in the recording unit 14. 

[0079] The encrypted data (1] is recorded in the 
recording unit 14 and the key (A] is recorded in the 
encrypting key memory 52 with relation therebetween. 
More specifically, file identification data (address data, 
sector data, etc.) ot the file (1) is stored in the encrypting 
key memory 52 together with the data of key (A). Simi¬ 
larly, the encrypted data (2) is recorded in the recording 
unh 14 and the key (0) Is recorded in the encrypting key 
memory 52 with relation therebetween. It is desired that 
the encrypting key memory comprises a non-volatile 
memory an EEPROM. because the data should not be 
erased. Moreover, the key data is recorded outside the 
recording unit 14 to disable to reproduce the key data if 
the recording unit 14 Is removed. 

[0080] In reproducing, the operation input a key (D) 
with the input circuit 53. The decrypting circuit 54 reads 
the encrypted video data from the recording unit 14 and 
decrypts the video data with the key (D) corresponding 
to the key (A). The decrypted video data is expanded by 
the video data expansion circuit 16. The expanded 
video data is supplied to a display control circuit 59. The 
display control circuit 59 checks data at a predeter¬ 
mined position in a frame. If the decrypting is correctly 


effected, that is, the inputted key (D) corresponds the 
key (A) used in encrypting, the data has a predeter¬ 
mined value or a pattern at a predetermined timing or a 
predetermined position In the frame. If the video data is 
5 correctly decrypted, the display control circuit 59 sup¬ 
plies the video data from the video data expansion cir¬ 
cuit 16 to the display monitor 3. if the video data is 
incorrectly decrypted, the display control circuit 59 does 
not supply the video data from the video data expansion 
to circuit 16 to the display monitor 3. However, the display 
control circuit 59 can be omitted because if the video 
data is incorrectly decrypted, the reproduced image on 
the cfisplay monitor is disturbed. 

[0081] On the other hand, in orderto reproduce the 
is video data without the inputted key (D), the video data 
can reproduce with the key (A). That Is. if the encrypting 
key memory can be referred from the input circuit 53, 
the file is decrypted with the key (A). Moreover, it is also 
possible that if the operator commands to reproduce the 
jo file (1), the encrypting memory automatically supplies 
the key (A) to the decrypting circuit 54. 

(SIXTH EMBODIMENT) 

25 [0082] Fig. 10A is e block diagram of a video data 
recording and reproducing apparatus according to a 
sixth embodiment Fig. 10B is a block diagram of a 
video data reproducing apparatus according to the sixth 
embodiment The structure ot the video data recording 
30 and reproducing apparatus 60 according to the sixth 
embodiment is substantially thesame as that according 
to the fifth embodiment. The difference is that an 
encrypting key encrypting circuit 55. a data combining 
circuit 56, and a removable disc unit 57 are further pro¬ 
as vided. The structure of the video data reproducing 
apparatus 61 has substantially the same structure as 
the reproducing side of the video data recording and 
reproducing apparatus 60. The difference is that a 
removable disc unit 62. a data separating circuit 63, an 
*o encrypting-key decrypting circuit 64, a selector 66, and 
an electronic watermark data processing circuit 38 are 
further provided. 

[0083] Rg. ii is an illustration of the sixth embodi¬ 
ment showing the data storing condition. 
is [0084] An operator operates the input circuit 53 to 
input an encrypting key (A) and input a file (1) of video 
data to store the encrypted video data in the recording 
unit 14. The encrypting key used for the file (1) Is corre¬ 
spondingly stored in the encrypting key memory 52. 
so This operation Is repeated, encrypting-keys A to C are 
stored tn the encrypting-key memory 52 and files (1) to 
(3) are correspondingly stored in the recording unit 14. 
[0085] When video data in a file, for example, the 
file (2) is recorded on the removal recording medium 58, 
5 $ the video data is read from the recording unit 14 and the 
key B is encrypted by the encrypting-key encrypting cir¬ 
cuit 55 to generate a key B\ The data combining circuit 
56 combines the video data of file (2) with the key B' and 
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the removal disc unit 67 records the video data of file (2) 
and the key B‘ as shown in Fig. 11. 

[0086] The recorded removable recording medium 
58 Is set on the removable disc unit 62. The removable 
disc unit 62 reads the video data and the key B'. The 5 
data separating circuit 63 separates the read data into 
the video data of file (2) and the key B'. The video data 
of file (2) Is supplied to the decrypting circuit 67. The key 
B' is supplied to the encrypting-key decrypting circuit 
64. The encrypting-key decrypting circuit 64 decrypts »o 
the key B’ to output key B. 

[0087| When the selector 66 selects an output of 
the input circuit 65, an operator Inputs a key. If the input¬ 
ted key corresponds to the key B, the decrypting circuit 
67 correctly decrypts the video data. If the inputted key is 
does not correspond to the key B, the decrypting circuit 
87 incorrectly decrypts the video data* The output of the 
decrypting circuit 67 is supplied to the video data expan¬ 
sion circuit 68 to expand the video data. The expanded 
video data Is supplied to the display control circuit 69. so 
[0088] If the video data is correctly decrypted, the 
display control circuit 69 supplies the video data from 
the video data expansion circuit 68 to the display moni¬ 
tor 37. If the video data is incorrectly decrypted, the dis¬ 
play control circuit 69 does not supply the video data ss 
from the video data expansion circuit 68 to the display 
monitor 37. However, the display control circuit 69 can 
be omitted because if the video data is incorrectly 
decrypted, the reproduced Image on the display monitor 
is disturbed. 30 

[0089] When the selector 66 is set to select the out¬ 
put of the encrypting-key decrypting circuit 64. The 
decrypted key B is supplied to the decrypting circuit 67 
by the selector 66, so mat the video data of file (2) is 
automatically reproduced. 35 

[0090] If the video data is outputted as still Image 
data with another removable disc unit 39, the electronic 
watermark processing circuit 38 embeds watermark 
data in the video data and a removable disc drive unit 39 
records the video data with the watermark data on a <0 
removable recording medium. 

(SEVENTH EMBODIMENT) 

[0091] Fig. 12 Is a block diagram of a video data 45 
recording and reproducing apparatus and a video data 
reproducing apparatus according to a seventh embodi¬ 
ment. The structure of the video data recording and 
reproducing apparatus 70 according to the seventh 
embodiment is substantially the same as that according so 
to the sixth embodiment. The difference is thBt an 
encrypting-key encrypting circuit 71 and a network 
Interface 72 are further provided. On the other hand, a 
data combining circuit SB and the removable disc unit 57 
are omitted. The structure of the video data reproducing 55 
apparatus 80 according to the seventh embodiment Is 
substantially the same as that according to the sixth 
embodiment. The difference Is that an encrypting-key 


control circuit 75, a network interface 74, and a record¬ 
ing circuit 76 are further provided. On the other hand, a 
data separating circuit 63, the removable disc unit 58. 
and the selector 66 are om'tfted. The video data and the 
key are stored in the recording unit 14 and the encrypt¬ 
ing-key memory 52 as the same manner as the sixth 
embodiment 

[0092] If the video data i3 transmitted to the video 
data reproducing apparatus 80, it should be prevented 
that the video data is stolen and the video data is 
watched in an unauthorized manner. The video data 
has been encrypted, so that security is provided. On the 
other hand, transmitting key should be protected during 
transmission. 

[0093] The encrypting-key control circuit 75 trans¬ 
mits a public key (E) to the encrypting-key encrypting 
circuit 71 through the network interface 74, the network 
73, and the network interface 72. Further, if a reproduc¬ 
tion demand of a file is transmitted to the video data 
reproducing apparatus 80 to the video data recording 
and reproducing apparatus 70, the encrypting-key 
encrypting circuit 71 encrypts the encrypting key (F) of 
the file with the public key (E) to output a key (F). The 
network interface 72 transmits the key (F 1 ] to the 
encrypting-key control circuit 75. The encrypting key 
control circuit 75 decrypts the key (P) to obtain the key 
(F). On the other hand, the video data of the specified 
file is transmitted to the recording circuit 76 as it is 
through the network 73. 

[0Q94] An operator inputs a key (G) fortha file. If the 
inputted key (G) corresponds to the key (F), the video 
data is correctly decrypted by the decrypting circuit 67. 
II the Inputted key (G) does not correspond to the key 
(F), the video data is incorrectly decrypted by the 
decrypting circuit 67. The video data is expanded and 
displayed on the display monitor ae the same manner 
as the sixth embodiment 

[0095] On the other hand, if It is permitted that 
inputting with keys by the operator is omitted, the 
encrypting key control circuit 75 supplied the key (F) to 
the decrypting circuit 67 to reproduce the video data of 
the file. 

[0096] if the video data is outputted as still image 
dala with another removable disc unit 39, the electronic 
watermark processing circuit 38 embeds watermark 
dalain the video data and a removable disc drive unit39 
records the video data with the watermark data on a 
removable recording medium. 

[0097] As mentioned above, according to the sev¬ 
enth embodiment, when the video data recording and 
reproducing apparatus 70 transmits the recorded 
encrypted video data through the network 73, the 
encrypting key encrypting circuit 71 encrypts the 
encrypting key and transmits encrypted key to the video 
data reproducing apparatus 80. The received encrypted 
video data is recorded in the recording unit 76 as it is. 
The encrypting key control circuit 75 controls the 
encrypting key. Whan reproducing of a desired file of 
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video data ie commanded, the encrypting key control 
circuit 75 decrypts the encrypted key lor the requested 
tile and reads only the desired file and decrypts the 
video data. Thus, illegal reproduction Is prevented. 

Claims 

1. A video data recording and reproducing apparatus 
comprising: 

data compression means for compressing 
video data: 

first mocfification detection data generation 
means for generating first modification detec¬ 
tion data in accordance with said compressed 
video data: 

combining means for combining said video 
data with said first modification detection data 
to output combined data; 
recording means for recording said combined 
data on a recording medium: 
reeding means for reading said combined data 
from said recording medium; 
separating means for separating said com¬ 
bined cteta from said reading means into said 
compressed video data and said first modifica¬ 
tion detection data; 

second modification detection data generation 
means for generating second modification 
detection data in accordance with said com¬ 
pressed data from said separating means; 
comparing means for comparing said data 
modification detection data from said separat¬ 
ing means wfth said second data modification 
detection data; 

data expansion means for expanding said com¬ 
pressed video data from said separating 
means to output expanded video data; and 
outputting control means for controlling output¬ 
ting said expanded video data In accordance 
with said result of said comparing means. 

2 . A video data recorcfing and reproducing apparatus 
as claimed in claim 1, wh ereln said first modification 
detection means comprises error check code gen¬ 
erating means for generating said first modification 
detection data from at least a portion of said video 
data and said first modification detection means 
comprises error check code generating means for 
generating said first modification detection data 
from at least a portion of said video dala, said first 
modification detection data being represented with 
one selected from a group consisting of check sum 
codes, parity codas, and Cyclic Redundancy Check 
codes. 

3. A video data recording and reproducing apparatus 
as claimed In claim 1 or 2, further comprising 


recording means for recording said combined data 
from said reading means on a removable recording 
medium. 

s 4. A video data reproducing apparatus for reproducing 
combined data Including compressed video data 
and first modification detection data on a removable 
recording medium, said video data being recorded 
with first modification detection data generated In 
to accordance with said video data with correspond¬ 
ence with said video data, comprising: 

reading means for reading said combined data 
from said removable recording medium; 
ts separating means for separating said com¬ 

bined data from said reading means into said 
compressed video data and said first modifica¬ 
tion detection data; 

modification detection data generation means 
for generating second mocfification detection 
data in accordance with said compressed data 
from said separating means; 
comparing means for comparing said data 
modification detection data from said separat¬ 
ing means with said second data modification 
detection data; 

dala expansion means for expanding said com¬ 
pressed video deta from said separating 
means to output expanded video data; and 
outputting control means for controlling output¬ 
ting said expanded video data in accordance 
with said result of said comparing means. 

5. A video data reproducing apparatus as claimed in 
as claim 4, wherein said reading means comprises a 

DVD-RAM drive and said removal recording 
medium comprises a DVD-RAM disc. 

6 . A video data reproducing apparatus as claimed in 
claim 4 or 5, wherein said modification detection 
data generation means Includes a first software 
processing means for executing a first program to 
generate said second modification detection data, 
comparing means includes a second software 
processing means tor executing a second program 
to compare said first modification detection data 
from said separating means with said second data 
modification detection data, and data expansion 
means Includes a third software processing means 
for executing a third program to expand said com¬ 
pressed video data from said separating maans. 

7. A video data reproducing apparatus as claimed in 
claim 4, 6 or 6, further comprising: 

time data generation means for generating 
present time data; 

condition detection means Including storing 


so 
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means and Input means tor detecting a condi¬ 
tion In accordance with condition data from 
said storing means and Input data from said 
input means; 

electronic watermark data adding means for 
generating watermark data from said present 
time data and said condition and adding the 
watermark data to said expanded video data to 
generate watermark data added video data; 
and 

recording means for recording said watermark 
data added video data on another removable 
recording medium. 

8 . A video data recording and reproducing apparatus 
as claimed in any one of the preceding claims, fur¬ 
ther comprising: 

network interface means for communicating 
with a network; 

decrypting control data generation means for 
generating decrypting control data in accord¬ 
ance with an encrypting key; and 
encrypting means tor encrypting said com¬ 
bined data with said encrypting key, said net¬ 
work Interface means transmitting said 
encrypted combined data and said decrypting 
control data to said network. 

9. A video data reproducing apparatus for reproducing 
data encrypted wlih a first key from a network, com¬ 
prising; 

network Interface means for receiving video 
data and decrypting key data generated from 
said first key from said network; 
decrypting key data generation means for gen¬ 
erating a second key in accordance with said 
decrypting key data; 

decrypting means for decrypting said data with 
said second key; and 

recording means for recording said decrypted 
data. 

10. A video data recording arid reproducing apparatus 
comprising: 

data compression means for compressing 
video data; 

encrypting means for encrypting said video 
data from said data compression means with a 
first key; 

recording means for recording said video data 
from said encrypting means on a recording 
medium; 

reading means for reading said video date from 

said recording medium; 

storing means For storing said first key; 


Inputting means for inputting a second key; 
decrypting mean3 for decrypting said video 
data from said reading means with said second 
key; and 

5 data expansion means for expanding said 

video data from said decrypting means to out¬ 
put expanded video data. 

11. A video data recording and reproducing apparatus 
jo as claimed in claim 10, wherein said first key com¬ 
prises common encrypting key. 

12. A video data recording and reproducing apparatus 
as claimed in claim 10 or 11, further comprising 

is encrypting key encrypting means for encrypting 
said first key with one selected from a group includ¬ 
ing a common encrypting key or a public encrypting 
key. 

so 13. A video data recording and reproducing apparatus 
as claimed in claim 10,11 or12, further comprising: 

key encrypting means for encrypting said first 
key in accordance with key data; 

25 combining means tor combining said video 

data from said encrypting means with said first 
key from said key encrypting means to output 
combined data; and 

recording means for recording said combined 
so data on a removable recording medium. 

14. A video data recording and reproducing apparatus 
as claimed in any one of claims 10 to 13, further 
comprising: 

35 

network interface means for communicating 
with a network: and 

enciphering key control means for receiving 
key data regarding said first key from said net- 
40 work and enciphering said first key in accord¬ 

ance with said key data, said network Interface 
means transmitting said video data from 6aid 
reading means and said enciphered first key to 
said network. 

<5 

15. Avldeodata reproducing apparatus for reproducing 
data Including encrypted compression video data 
and a key used for encrypting said data, said key 
being encrypted with first key data, the apparatus 

so comprising: 

reading means tor reading said data on a 
removable recording medium; 
separating means for separating said data from 
ss said reading means into said Bncrypted com¬ 

pression video data and said key; 
inputting means for Inputting second key data; 
key decrypting means for decrypting said key 
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with said second key data; video data with said second key, whereby said 


data decrypting means for decrypting said 
compression video data from said separating 
means with said key trom said key decrypting 
means; and 5 

expansion means for expanding said compres¬ 
sion video data from said data decrypting 
means to outpul expanded video data. 

16. A video data reproducing apparatus for reproducing to 
encrypted compression video data comprising: 

network interface means for receiving said 
encrypted compression video data and a key 
used for encrypting compression video data, is 
said key being encrypted with first key data; 
Inputting means for inputting second key data; 
key decrypting means for decrypting said key 
with said second key data; 

data decrypting means for decrypting said so 
compression video data from said network 
Interface means wfth said key from said key 
decrypting means; and 

expansion means for expanding said compres¬ 
sion video data from said data decrypting as 
means to output expanded video data. 

17. A method of detecting modification comprising the 
steps of: 


video data from said decrypting means can ba 
used when said first key corresponds to said 
second key. 

19. A video data recording and reproducing apparatus 
comprising: 

first modification detection data generation 
means for generating first modification detec¬ 
tion data from video data: 
recording means for correspondingly recording 
said video data and said first modification 
detection data on a recording medium; 
reading means for reading said video data and 
said first modification detection data from said 
recording medium; 

second modification detection data generation 
means for generating second modification 
detection data in accordance with said video 
data from said reading means; 
comparing means for comparing 3aid first data 
modification detection data from said reading 
means with said second data modification 
detection data; and 

outputting control means for controlling output¬ 
ting said video data from said reading means in 
accordance with said result of said comparing 
means. 


generating first modification detection data in 
accordance with said compressed video data; 
correspondingly recording said compressed 
video data and said modification detection data 
on a recording medium; 35 

reacting means for reading said compressed 
video data and said first modification detection 
data from said recording medium; 
generating second data modification detection 
data in accordance with said read compressed ■io 
data; 

comparing said read first data modification 
detection data with said second data modifica¬ 
tion detection data; and 

controlling reproducing said compressed data 4 s 
in accordance with said comparing result. 

18. A method ol detecting modification In video data 
comprising the steps of: 

so 

generating an encrypting key every file of said 
video data; 

encrypting a file of said video data with said 
enciphering key; 

recording said file on a recording medium; 55 
reading said file on said recording medium; 
inputting means forinputtlng a second key; and 
data decrypting means for decrypting said 


I. A video data recording and reproducing apparatus 
as claimed in claim 19, further comprising: 

data compression means for compressing 
video data to supply compressed video data to 
said first modification detection data generation 
means and said recording means as said video 
data; and 

data expansion means for expanding said 
video data from said reading means to supply 
expanded Video data to said outputting control 
means as said video data. 

. A video data reproducing apparatus comprising: 

receiving means for receiving video data and 
first modification detection data generated In 
accordance with said video data: 
modification detection data generation means 
for generating second modification detection 
data In accordance with said video data from 
said receiving means; 

comparing means for comparing said first mod¬ 
ification detection data from said receiving 
means with said second data modification 
detection data; and 

outputting control means for controlling output¬ 
ting said video data in accordance with said 


13 



25 


EP 1 056 043 A2 


26 


result of said comparing means. 
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